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2016-2017

Overview:
The Business Continuity Plan (BCP) supports the State Board of the Technical College System of Georgia Policy II. D. “Emergency Preparedness, Health, Safety and Security” assertion which states, “The Technical College System of Georgia (TCSG) and each of its associated technical colleges and work units are committed to healthy, safe and secure workplaces and/or educational settings for all employees, students, volunteers, visitors, vendors and contractors.  Each technical college or work unit shall develop, review and submit, at least annually to the System Office, those plans and procedures which are essential to respond to matters of natural and man-made hazards; public health; occupational and environmental safety as well as security.   These plans and procedures shall be established with the goals of mitigating risk to individuals and physical resources as well as of maintaining compliance with national, state and local regulations.”
The intent of the Business Continuity Plan is to guide response and recovery from a major emergency and where appropriate, to be linked or combined with emergency operations procedures.  This BCP has been prepared through a collaborative process, with a thorough examination of critical mission functions, a systematic hazard vulnerability assessment, and comprehensive development of strategies for each critical mission function recognized to be potentially at risk during emergency.  This BCP is exercised and reviewed annually as a part of the evaluative and planning processes.
The following business continuity incidents occurred during the 2016-2017 year.  (Append information to BCP.)
{Technical College or Work Unit Name} engages in the following contractual agreements regarding business continuity: _____.  (List contractual agreements here.) 

{Technical College or Work Unit Name} engages in the following training, drills and exercises {Describe training, drills, exercises performed.} The protocol for the retention of training records is _____.  {Describe protocol for the retention of records here.}  The protocol for the annual review of the BCP is _____.  {Describe protocol for annual review here.}  The protocol for the retention of the BCP is _____.  {Describe protocol for retention of BCPs here.} 






Critical Mission Functions Chart

	OPERATING UNIT
	CRITICAL MISSION
FUNCTION
	ALLOWABLE DOWNTIME
	PRIORITY LEVEL

	
	Emergency Communication
	
	

	
	External Communication
	
	

	
	Non-Academic Activities
	
	

	
	Public Information
	
	

	
	 
	
	

	
	Classroom Instruction
	
	

	
	Distance Instruction
	
	

	
	Computer Classroom Instruction
	
	

	
	Laboratory Instruction
	
	

	
	Library Services
	
	

	 
	 
	
	

	
	Utilities Deliver
	
	

	
	Core IT Systems
	
	

	
	Payroll
	
	

	
	Procurement
	
	

	
	Facilities Repair
	
	

	
	Internal Communication
	
	

	
	Mail Services
	
	

	
	General Accounting Services
	
	

	
	 
	
	

	
	Admissions
	
	

	
	Classroom Instruction
	
	

	
	Distance Instruction
	
	

	
	 
	
	

	
	Admissions
	
	

	
	Classroom Instruction
	
	

	
	Distance Instruction
	
	

	
	Admissions
	
	

	
	Registration
	
	

	
	Transcript Issuance
	
	

	
	Non-Academic Activities
	
	






Hazard Vulnerability Assessment Instrument
	HAZARD
	PROBABILITY
	BUSINESS CONTINUITY IMPACT
	FINANCIAL IMPACT

	
	High
	Med
	Low
	High
	Med
	Low
	High
	Med
	Low

	Natural
	 
	 
	
	 
	 
	 
	
	
	

	Tornado/Winds/
Thunderstorm
	
	
	
	
	
	
	
	
	

	Winter Weather
	
	
	
	
	
	
	
	
	

	Floods/Dam Failure
	
	
	
	
	
	
	
	
	

	Wildfires
	
	
	
	
	
	
	
	
	

	Lightning
	
	
	
	
	
	
	
	
	

	Drought
	
	
	
	
	
	
	
	
	

	Hurricane
	
	
	
	
	
	
	
	
	

	Earthquake
	
	
	
	
	
	
	
	
	

	Technological 
	
	
	
	
	
	
	
	
	

	Structural Collapse
	
	
	
	
	
	
	
	
	

	Utility Failure
	
	
	
	
	
	
	
	
	

	Power Failure
	
	
	
	
	
	
	
	
	

	Network Failure/Cyber Attacks
	
	
	
	
	
	
	
	
	

	Telecommunications Failure
	
	
	
	
	
	
	
	
	

	Major Structure Fire
	
	
	
	
	
	
	
	
	

	Vehicle/Air/Train Accident
	
	
	
	
	
	
	
	
	

	Biological
	
	
	
	
	
	
	
	
	

	Disease Outbreak
	
	
	
	
	
	
	
	
	

	Contaminated Food Outbreak
	
	
	
	
	
	
	
	
	

	Adversarial, Incidental & Human-Caused
	
	
	
	
	
	
	
	
	

	Civil Disorder
	
	
	
	
	
	
	
	
	

	Terroristic Threat
	
	
	
	
	
	
	
	
	

	Hazardous Materials
	
	
	
	
	
	
	
	
	

	Armed Intruder
	
	
	
	
	
	
	
	
	

	Hostage Situation
	
	
	
	
	
	
	
	
	




Business Continuity Plan Worksheet Exemplar
(Duplicate as needed for each identified Critical Mission Function)

Business Continuity Plan Worksheet

Technical College/Work Unit: _______________________________ Date: ________________

Critical Mission Function: _____________________________________________________________________________

Function Description: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Production Location: ____________________________________________________________

Process Manager: _____________________________ Department: _______________________
Backup Personnel: ______________________________________________________________

Recovery Details:
Recovery Strategy Overview: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Maximum Allowable Downtime (MAD):__________
MAD Rationale/Justification: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________
Can process be suspended? __________ 	Can process be degraded? _______________ 

Work-around procedures in place? __________

Work-around procedures tested? __________

Recovery Point Objective (relocation): _____________________________________________________________________________
_____________________________________________________________________________

Hours to Point Objective: __________

Recovery Time Objective (hours): __________

Hardware Needs: ______________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Software Needs: ______________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Necessary Vendors/Contractors: ______________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Special Notes: ______________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


Emergency/Utility Contacts Exemplar (Produce one for each different physical site)

Law Enforcement: _____________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

Fire: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

Power: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

Water: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

Natural Gas: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

Telecommunications: ______________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________

Other: ______________________________________________________________________________
[bookmark: _GoBack]________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
